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Abstract

The previously-unknown respiratory tract disease COVID-19 is spreading all over the world and
overloads or will soon overload health care systems. In order to manage the situation, govern-
ments need models to evaluate possible measures such as social distancing. After infroducing
disease models, we give an overview on measures to fight COVID-19 such as more testing, mon-
itoring and self-isolation. The latter two measures, monitoring and self-isolation, need more and
precise data, e.g., about infections in different groups of society and possible contacts of newly
diagnosed patients. A smartphone app can help to collect this data and communicate the re-
sults faster. However, three key challenges need to be solved: First, data must be collected from
reliable sources, second, privacy threats should be taken into consideration and mitigated using
state-of-the-art mechanisms such as differential privacy or private set intersection, and third, the
implementation needs not only to be fast, but also correct and efficient. We at apheris Al are a
team of leading experts at the intersection of data privacy, cryptography and biomedical data
science and work with the world’s largest pharmaceutical and telecommunication companies on
privacy preserving artificial intelligence. We offer our knowledge in suitable privacy tools to fight
the COVID-19 pandemic without violating basic privacy rights of individuals.

1 Introduction and medical background

At the beginning of the year, reports of an outbreak in China of a previously-unknown respiratory
fract disease with the causative agent being a virus emerged. This eventis fundamentally changing
life as we know it, in almost all parts of the world: a pandemic with still no foreseeable end.

SARS-CoV-2 is the causative agent of the pandemic outbreak. It is a newly encountered mem-
ber of the coronavirus family which belongs to the RNA-viruses, is in its behaviour comparable to
influenzaviruses or SARS-CoV — the causative agent of the pandemic outbreak 2002/03 [[1][2]. As
soon as virus particles get into a host (human), they start invading cells (in this case predominantly
respiratory tract cells), and the host’s cells replicate the virus's genome. Virus particles get into the
host’s saliva and humans infect each other by talking fo infected individuals, by touching hands
and by close face-to-face interaction [2][3]. A number that is a good landmark for the transmis-
sion rate, or the “infectiousness” of any infectious disease, is the basic reproductive number (Ry):
How many cases will be expected to be infected by a single positive individual in a susceptible
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population?2 Our current numbers from China suggest a range between 1.4 and 3.9 for the frans-
mission rate [3][8]. A second important parameter is the case fatality rate, or the "virus-associated
mortality”. A low fatality rate and many asymptomatic (but infectious) cases increases the basic
reproductive number [2] [4] [4].

Symptoms of coronavirus disease (COVID-19) are widespread: from asymptomatic patients to pa-
tients with flu-like symptoms up to a severe pneumonia leading to a severe acute respiratory distress
symptom (ARDS)[[I][2]. making the ventilation of patients inevitable. Considering the low fatality
rate [1]] and its age adaptation, it is tempting to ease personal concerns about the new infectious
disease but this can lead to a fatal outcome: Spreaders of the disease are young, healthy individ-
uals with no or light symptoms [5]. But in a decompensating health system, not only the elderly and
multimorbid individuals will lose out.

Given the lack of reliable and long-term data regarding incubation period, virulence, contagious-
ness, and other tfransmission parameters [|1]] for the novel coronavirus SARS-CoV-2 and the lack of
reliable drugs and vaccines [3], containment measurements [3] remain the only feasible option to
face the ongoing outbreak of the virus that is leading to a collapsing health system with thousands
of deaths, as seen in hotspots.

2 Modelling the COVID-19 pandemic

In order to understand the impact of social distancing, self isolation and other restrictions, we need
to simulate the spread of an epidemic. We first infroduce a simple epidemic model called SIR
(Susceptible, Infected, Recovered). Then we add new features to the model to obtain a better
description of a real epidemic. We show the impact of different containment measures to under-
stand how a smartphone app can help to reduce the impact of the virus on the daily life.

2.1 The standard SIR model

The SIR model is one of the simplest models to describe the spread of an epidemic [/]. The model
consists of 3 categories: $ for the susceptible people, | for the infected people and R for the sum
of recovered and deceased people. The classic SIR model is described by 3 ordinary differential

equations:
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The condition S+ I + R = N, where N is constant and equal to the total population, is valid at any
time. The three equations written above can be interpreted in the following manner:
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Figure 1. The evolution of an epidemic using the SIR model, with v = 0.1 and g = 0.5 on the left
panel and 3 = 0.25 on the right panel

¢ at the beginning of the epidemic the entire population is susceptible fo the infection (S). If
there is a single infected person, other people can get the infection, going from the cate-
gory S to the category I. The strength (speed) of the spread of the virus is determined by the
parameter j3;

e the number of infected people increases when susceptible people get infected. After a typ-
ical timescale equal to 1/v infected people I go in the third category R;

¢ the category R includes the sum of people that recovered or died after infection.

The classic SIR model depends only on two parameters, 8 and ~. Both 8 and v have dimension of
time~!. From here on we will use the days as units of time. The basic reproductive number Ry, can
be obtained by combining the previous parameters and it is dimensionless:
B8S
RQ = Ni’y
Ry gives immediately information on the spread of the epidemic. If Ry < 1 the epidemic will stop
spontaneously, while with Ry > 1 it will contfinue spreading. In Fig. We show two different evolutions
of the pandemic to demonstrate the effect of different values of 3. Both simulations start with the
initial condition of 1 infected person, 1000 people in total, fixing v = 0.1 (i.e. typical duration of the
illness of 10 days). In the simulation on the left we set 3 = 0.5 and on the right we assume g = 0.25, i.e.
when social distancing measures are taken. We noftice that in the left panel the peak of infected
people comes after 20 days, with roughly half the population infected. On the right panel the peak
is shifted and comes after 50 days and the number of infected people at the peak is less than half.
This shows the importance of social distancing, since social distancing and quarantines reduce the
parameter 3, helping in reducing the number of infected people at the peak of the epidemic. This
is indispensable to avoid the collapse of the healthcare system and especially infensive care units.

In the classic SIR model the parameter 8 is constant, therefore it cannot account for the effect
produced by a quarantfine. Moreover both recovered and deceased go in the same category
and this does not permit to forecast the number of deaths at the end of the epidemic. For this
reason it is useful fo go beyond the classic SIR model, as explained in the next section.
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2.2 Beyond the classic SIR model

In the classic SIR model the parameter g is constant in time. This means that it cannot account for a
slowdown of the spread due to the quarantine. To simulate a more realistic scenario, it is necessary
fo go beyond the classic SIR model. We denote this model as SIR 2.0, implemented by A. Palladino
as open source code [8]. Compared to the classic SIR it contains the following new features:

e the parameter 8 changes in time, to account for effects due to quarantine. Particularly g = 8y
below a time ¢y, while it varies as:

B(t) = By e~ I=1)/Br fort >t
The time t, represents the starting time of the containment effect. 5; has the dimension of
fime;

« the class R is now divided in deaths (D) and recovered with immunity (R), introducing a di-
mensionless death rate (d,.):

R (1—d)R
D = d.R

¢ we take into consideration the possible presence of asymptomatic patients. The virologist
llaria Capua has suggested that % of patients in Italy might be asymptomatic [9]. A different
study, conducted by the Italian Foundation GIMBE, found a similar result [[10].

to the classic SIR there are 3 more parameters, 31, to and d,..

2.3 The ltalian case

Using the model SIR 2.0 it is possible to describe the spread of COVID-19? in Italy with an average
error of 5%. This has been done for the website [11]] that is updated on a daily bases. The Italian
data, updated to the 28th of March, are well described by the following set of parameters:

Bo=0.415, B, =283, y=1/14,d, = 6.5ty = 17

assuming ¢ = 1 as first day of the epidemic. The comparison between the model SIR 2.0 and the
real data is reported in Fig. Q

On the left panel we show a comparison between the total number of infected, recovered and
deaths (dashed curves for the model, squares for real data), assuming that % of patients are asymp-
tomatic. There is a good agreement between the number of infected people (with symptoms) and
the number of deaths. The lack of agreement among recovered with immunity is justfified by the
fact that recovered asymptomatic patients cannot be included in the real data, but only in the
model. As result of the simulation, the peak of the epidemic is expected for mid-April in Italy.
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Figure 2: Simulation of the Italian case using the SIR 2.0

The central panel shows the ratio between the total number of cases at day t and day ¢t — 1. The
blue function represents the true data, while the red data represents the model. We notice a good
agreement in the behavior, except for statistical fluctuation that cannot be taken into account
in the SIR 2.0. The incremental rate started to decrease at the end of February, when restrictive
measurements have been taken by the Italian government. This shows the importance of self-

isolation.

On the rightmost panel we show the number of new infected people. Also in this case there is
a good agreement between the behavior of real data and the behavior of the model. We are
right now on the peak of newly-infected people. This means that in the next days the pandemic is
expected to slow down. However it does not mean that the number of total infected will decrease,
since this will happen when the number of new infected people will be smaller than the number of
recovered ones. This is unlikely to occur before 2 weeks in Italy, as explained before.

3 Fighting against the uncontrolled spread of COVID-19

Itis vital fo prevent the hospitals — and in particular intensive care units — from being overwhelmed
by this pandemic. In Italy, as shown in section @ roughly 100,000 people are expected to be
infected at the peak of the pandemic. In the current outbreak in ltaly, 12 percent of all detected
COVID-19 cases were admitted to the intensive care unit [[12], which represents a demand for
infensive care for 12,000 people. However, according fo a 2012 study, Italy had 12.5 intensive care
unit beds per 100,000 people [13], i.e. only 7,500 beds. A similar situation might happen in Germany
and in other countries. Therefore the imposed restrictions on our society to reduce social contacts

are necessary.

In order to minimize the impact of the pandemic to economy and the health care system, the
spread of COVID-19 must be measured and controlled. In order to do that, we need to ramp up

© apheris Al GmbH - www.apheris.com - contact: info@apheris.com



&5 apheris Al —

COVID-19 testing, we need technology and algorithms that empower us to understand how the
virus is spreading and we need to empower every person aft risk to self-isolate.

3.1 Ramping up testing programs

As suggested by the WHO in an official statement [14], massive testing with RT-PCR (gold standard
diagnostics for most viral agents) in a susceptible population should be conducted as a basis for
containment strategies. This is even more important for a disease like COVID-19, which first of alll
shares symptoms with other virus-driven diseases like the seasonal flu or the common cold and sec-
ondly that remain asymptomatic in a percentage of individuals. Symptoms may be misunderstood
inindividuals, leading to incorrect numbers of infected individuals or to incorrect isolation strategies
[n5].

3.2 Monitoring and slowing the spread of the disease

A precise understanding of the spread of the virus is indispensable for governments. Political de-
cisions that are data and science-driven is the only chance to come to the right decision and
minimize the impact on the population and the economy. Asian countries like Singapore, China or
South Korea have shown that fracking and conftrolling the movement of people via smartphone
apps is effective in slowing down the spread of the disease. These smartphone apps closely frack
users' locations and cross-reference them with lists of patients that have been diagnosed with
COVID-19. However, the infringement of these apps on the individual’s right is fremendous and
we sfrongly position ourselves against such mass surveillance. We need a system to closely monitor
the movement of the population while fully respecting the privacy of each citizen.

3.3 Empowering citizens for high precision self-isolation

In order to minimize the negative impact on the society and economy, we need to develop so-
lutions that empower the people for high-precision self isolation. People at risk need to be able
to avoid COVID-19 hotspots and citizens need to be informed and alerted if they have been ex-
posed. At some point, it will become essential to allow citizens to navigate and slowly re-enter
public spaces again. We need to develop technical solutions that reduce the epidemic threat
and minimize the effect on the economy.

4 Call for COVID-19 smartphone app to fight global pandemic

Individuals need information to balance self-isolation and re-socialization, and government officials
need to monitor and understand the disease spread to decide on regulations and manage the
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situation. Both citizens and government officials will profit from more data availability and one or
several smartphone apps are needed. We list several concrete scenarios below.

4.1 Use cases for a COVID-19 app

Fast contact tracing: Finding contacts of infected COVID-19 patients and isolating them is one of
the best measures to slow down the disease spread as we explained above in section @ Currently
that is done manually by trained professionals. The process is slow and insufficient as the capacities
of professionals are exceeded. Even worse, the process relies on COVID-19 patients’ memories of
whom they might have met, and they will not remember strangers they met randomly in public
places. Having additional location traces collected by the patients’ phones might lead to more
accurate data and thus more effective contact tracing. Additionally, a COVID-19 app could help
notify contacts faster and thus lead to faster quarantine decisions.

Faster and easier communication: Under the assumption that a large part of the population uses
the app. information can be distributed via this frusted channel and reach citizens earlier. Be if re-
quests for quarantine due to an infected contact or a fine-grained isolation request, individuals will
only follow these requests if they are delivered via a trusted channel. Fine-grained isolation requests
could for example notify key workers (e.g. healthcare or logistics personnel) to quarantine in order
to be available when current front-line workers get sick, or protect high-risk groups by preventive
self-isolation.

More and accurate data on disease spread: Given that health care providers are already over-
loaded with raising infections, patients with mild symptoms might choose not to seek health care.
High-risk citizens on the other hand might choose to self-isolate in order to reduce infection risks
and severe outcomes. Knowing how many individuals choose this path and whether they properly
self-isolate is key to accurate data on disease spread. An inferface that enables patients to frack
their symptoms is therefore necessary. An app developed and distributed by trusted authorities
must be a solution.

Proof of health: Measures like quarantine, rapid testing and contact tracing will lead to lower in-
fectionrates such that workers can return to work and public places such as schools and universities
can open again. Knowing some workers are healthy and can return to their work place without
risk allows an earlier re-start, however, testing capacities are limited. If an individual can prove
with their location traces on her smartphone that they properly self-isolated and were not in con-
tact with any infected patient a re-enter into public space can be accelerated and economic
outcomes are improved.
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4.2 Key steps and challenges
The above mentioned use cases all share three basic steps:

1. Data acquisition: Relevant data such as location fraces needs to be collected.

2. Computation of statistics or recommendations based on the data: e.g., has an infected in-
dividual met another individual who should therefore self-isolate or how many health care
workers are infected.

3. Communication of the results: Finally, the computation result needs to be post-processed into
a form that is easy to access for the recipient, e.g., a short message for an isolation request or
a detailed statistic for a government official. The result needs to be delivered over a secure
channel in order to establish trust in the message itself.

Independent of the use case, we identify three key challenges that need to be solved for any
COVID-19 App:

Challenge 1: Reliable, up-to-date data sources that can not be faked and that include large
enough parts of the society Tamper-proof data acquisition is necessary since people might have
reasons to fake data, be it due to panic or perceived benefits. For example, if a “Proof of Health”
would be implemented, individuals are incentivized to spoof their location in order to return to work
earlier, however, risk of further infection spread increases dramatically. Furthermore, we should take
into consideration that vulnerable groups might not be part of the app users, e.q., elderly people
who do not use a smartphone.

Challenge 2: Identification of privacy threats and choice of suitable privacy-preserving technolo-
gies This is crucial for frust and wide-spread usage in western societies. We list some threats and
solutions in the next sections.

Challenge 3: Correct, reliable implementation of the chosen methods with given hardware, soft-
ware and time constraints and a large enough user base The best privacy technology is worthless
if implemented incorrectly, or if it consumes too many resources to be usable. Furthermore, if not
enough data can be collected, valid conclusions cannot be made. One key component for wide-
spread user adoption is a privacy guarantee, as we motivated before.
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5 Technology for privacy preserving computations on mobile de-
vices

The first step towards a privacy solution is the identification of privacy threats. Once the threats are
identified, mitigation techniques that best fit to the problem can be chosen and tested with the
threat model in mind.

As explained above, location fraces are necessary for contact tracing, however, they are a very
sensitive data type [14]. Knowing the location traces of an individual leaks the home location to
a potential attacker, knowing in addition that the victim is currently not at home, can for example
be used for burglaries. Even worse, when the target is not under quarantine, location traces may
also leak habits, which can be used for targeted advertising, spear-phishing or even blackmail.
The location traces of more than one target additionally contain relationship information, since
the attacker can infer who meets whom. Therefore, location fraces should be handled with care.
Storage at centralized servers can be a valuable target for hacks. Storing the data on the users’
devices instead offloads the burden of data protection to the individual, who needs to check that
other applications running on the same device do not sniff the data. Encrypted data storage might
be a first line of defense against such threats.

Compared to location traces, fine-grained statistics seem to be less privacy-sensitive. Nevertheless,
the specific use-case needs to be studied to ensure no membership inference attacks are possible
[17]. In a nutshell, membership inference attacks only establish the membership status of a target
in a group, but the metadata of the group might be a privacy threat. In the COVID-19 case, meta-
data might be age range, existing medical preconditions or smoking status, and all this information
may leak should membership inference attacks be launched successfully [18].

Depending on which data fypes are used as a proxy, new privacy risks arise. For example, practi-
tioners suggest to use purchase histories as a proxy for location to enable contact tfracing. However
if this data is not preprocessed with care, not only the point of sale is communicated, but also the
purchase itself, which can again be used for targeted advertisements, spear-phishing or blackmail-
ing. Further, medical data is crucial for the correct modeling of the disease, but should not leak
any pre-existing conditions of the individual.

Privacy research has developed several tools that are helpful for the above mentioned threats.
Cryptographic solutions are based on mathematically hard problems and ensure privacy by en-
abling easy computation in the one direction, e.g., from data to output, that are hard to invert,
i.e., itis almost impossible to compute back to the data knowing only the output. This comes at a
price of higher computation and communication overhead, but yields accurate results.

Differential Privacy on the other hand ensures privacy by adding randomness to the summarized
result such that the individual's conftribution is "hidden” by the noise [[19]. This, of course, decreases
accuracy of the results and privacy parameters need to be carefully tuned in order to get a good
frade-off between privacy and accuracy. Compared to cryptographic solutions, differentially pri-
vate algorithms scale more easily to larger amounts of data.

© apheris Al GmbH - www.apheris.com - contact: info@apheris.com 9



&5 apheris Al —

Depending on the use case, the right tool needs to be used. When high accuracy is necessary, for
example for location traces, the noise added by a differentially private algorithms might be unac-
ceptable. Cryptographic tools for private set intersection may thus be more suitable for contact
fracing [20]. Statistics about infection rates and quarantine compliance however might be a case
where differential privacy is the right tool of choice. Under the assumption that the statistics were
computed from a reasonably sized data set, the noise added becomes negligible and does not
disturb the interpretation of the data, e.g., whether infection rates grow or shrink.

Finally, we need to point out that privacy alone is not sufficient. We also need trustworthy data
sources to ensure the results and conclusions are based on correct data. Notice that there might
be many reasons why individuals submit fake data, ranging from bad jokes to personal benefits
by manipulating data as if quarantine restrictions were followed when they were in fact not. Also
in that case, cryptographic solutions might be necessary to certify data sources while not leaking
all private details. As an example, private identity servers could certify group membership in a
COVID-19 risk group without leaking details about the exact medical precondition.

6 Call for Action

In order to minimize the risk of new infections and to slow down the spread of the coronavirus, a
smartphone app is an effective solution, applied on an individual level. Such a COVID-19 smart-
phone application would enable citizens to be alerted when they are in close proximity of virus-
positive tested individuals, or at high risk due to a high density of crowds in e.g. in supermarkefts. It
would enable high precision self-isolation advice, which is most effective to fight this pandemic.

This is a call for action fo our government, fo industry and to academia - for the health and safety
of our population: we need to get active and develop such a COVID-19 app with technology-
ensured data privacy. Additional technical support, government support and industry support is
needed. We are all in this together, we should not compete but we need to collaborate!

7 apheris Al can help

Data Privacy Technology: We are a deep tech company from Berlin and are specialists in com-
binations of privacy preserving computations on mobile devices. We are collaborating with the
world’s largest open source community for privacy preserving artificial inteligence, OpenMined
[21], and have the most advanced code base for on-device privacy preserving computations in-
cluding access to an entire community that helps us push these fechnologies into production. We
are dedicating all our technology and expertise to this cause.

Technical Development: We have experience working with the world’s largest telecommunication
and healthcare companies and can help coordinate and navigate all fechnical developments.
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